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1. Communication Specification
1.1 Communication Interface Specification

USB Version : USB 2.0
Full Speed : 12Mbps
End Point : EPO Control transfer 32byte

Vendor Identifier :
Product Identifier :
Manufacture String :
Product String:
Device Class:

EP1 : Interrupt out 64byte

EP2 : Interrupt in 64byte
8848 ( hex )
0310 ( hex )

‘CREATOR (CHINA) TECH. CO., LTD”

“CRT-310”

HID ( Human Interface Device ) 1.11

1.2 Communication Control

The machine is a driven part, operation after receive a legal com

STX (F2H) Start character of data p k:ge\\>\\

ETX (03H) End character of dafa paskage \

ACK (06H) Positive cha&%—N

NAK (15H) egative ter(reader-
Z/

EOT (04H) anc charac

S
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1.3 Transmission package format and characters
STX | LENH | LENL | CMT CM PM DATA ETX | BCC
(Lbyte) | (1byte) | (1byte) | (1byte) | (1byte) | (1 byte) (N byte) (0x03) | (1 byte)
< Range of TEXT >
P Range of BCC calculation -
MAX 1024 byte
Code Meaning
STX (F2H) Representing the start of text irya\st}‘Q\a\nd or aﬁ%’{{(}&\\e\
LENH(1 byte) |  Length of high byte of TEXT/fackage  \) NN
LENL(1 byte) Length of low byte of TEXT packa \\ Y
CMT Transmission Comme((}j\ljead (‘C, 4?3%\1 \\J/
CM Transmission Comman cter
PM Transmissiopﬁ’cﬁand F&\r\g@r\ \\7
DATA Transmissé@mm&@ Data\\‘{( bﬁ‘e?\N;(‘ySlZ)
ETX (03H) End NN N\ Y
BCC(1byte) CRERarity \\ N\ \ V

N\

N
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1.4 Successful responsive package format and character
STX | LENH | LENL | PMT CM PM st0 stl DATA ETX | BCC
(L byte) | (Lbyte) | (1byte) | (Lbyte) | (1byte) | (1byte) | (L1byte) | (1byte) (N byte) (0x03) | (1 byte)
< The range of TEXT >
P The range of BCC calculation |
MAX 1024 byte
Code Meaning
STX (F2H)

LENH(1 byte)

Representing the start of te;//m\\a\co?nm&}ixgr a res\bq\se.\,\y
N\

Length of high byte of return\{gxt

LENL(1 byte)

Length of low byte of@\r\um text

S/

Return commang headMSQH )

CM Return comg%d%haracté\x \\7
PM Return corﬁ'n\\m\d pa?%@eter\( \7
st0,st1 Retma}d\\m \\

DATA Refuir command da\(N byte\N:)?slz )

e | e N\

BCC (1 byte)

CRC Parlt

&
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1.5 Failed responsive package format and character
STX | LENH | LENL | EMT CcM PM e0 el DATA ETX | BCC
(1 byte) | (1 byte) | (1byte) | (1byte) | (1 byte) | (1byte) | (1byte) | (1 byte) (N byte) (0x03) | (1 byte)
< The range of TEXT >
B The range of BCC R
< MAX 1024 byte \§ >
Code Meanlng
STX (F2H) Representing the stav&rf\ext inaco zs@d or a r e.

LENH(1 byte)

Length of high byte of rm%

LENL(1 byte)

Length of IOW\\OY retur}r\\(e\

N7

EMT Return codbdand head (N’ XA )N\

CM Retum/eemm%}}\chﬁicter \\ 5/
el,e0 Rg(ﬂ/n co nd\e{r<r sﬁus @on\\\,)

PM _Retunsgmmyd paraeter )~

DATA (( Réwm coqwgantidata (NYYte/K=0~512 )
ETX (03H) | \\\End of text

BCC (1 byte)

\bF{C Parity QA \\<\/,)




e Model No. CRT-310
e — Communication Ver. 4.0
CREATOR Protocol Page 10/77
1.6 Normal Communication Procedure
(HOST) Command ACK
(Execution) / \
(ICRW) ACK Response

1.7 Abnormal Communication Procedure (Command and Respond)

Casel < »300msec Timeout (\
(HosT)  — Command Command <\ ACK
\ \ (Execution) \)
X error & \
(ICRW) ACK S Response
Case 2
NS
(HOST) —{ Command Command > ACK
(Execution)
X error
(ICRW) NAK ACK Response
\> 7
Case 3 @
(HOST) _1 Command \ < NAK ACK
(Execution)
(ICRW) ACK Response Response
Case 4
'4.; 20msec Timeout (Except card-in and initialization command)
(HOST) —1 Command Comman ACK
/ (Execution)
(ICRW) ACK ACK Response
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Case 5
(HOST) —— Command EOT
ACK (Execution) /
(ICRW) .. EOT
(Discontinue)
Case 6
B00msec Timeout
C d
(HOST) omman EOT ECiT
X error
(Execution)
(ICRW) ACK (XN < EOT [~
(Discontinue) N7
Case 7 »
(HOST) —| Command EOT ACK |
X error \
N
(Execution)
(ICRW) ACK Response

@v
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2. CRT-310 Card Reader Operation Command
2.1 Operation Command List
CHAPTER COMMAND FUNCTION CM PM DESCRIPTION
30H | If card is inside, move card to card
holding position
31H If card is inside, capture card to
rear side without card holding
position.
32H If card is inside, capture card to
f ide without card holding
3.1 INITIALIZE Initialize CRT-310 | 30H 3(3(% Wwoes not move the
/\ \K ure card
QG
/\\ 35H me as Q1H and capture card
cou work.
\ 36\H\ Same as 32H and capture card
>\ ?ﬁnter will work.
% Same as 33H and capture card
counter will work.
5\\\> > VF30H | Report CRT-310 status
31H | Report CRT-310status
3.2 STATYS Intive S 31H (With sensor status)
RE ST
32H | Report CRT-310 status
\ (With sensor status)
y) 30H | Move card to front side without card
holding
31H | Move card to rear side holding card
position
32H | Move card to RFID card operation
3.3 CARD MOVE Card movement 32H position
33H | Move card to IC card operation
position
34H | Move card rear side holding card
position
35H | Move card to rear side without
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holding card position.
30H | Prohibit entry from front
31H | Enable entry by switch
3.4 CARD ENTRY 33H | 32H | Enable entry by magnetic signal
40H | Prohibit entry from rear
41H | Enable entry from rear
31H | Only upload ISO-1 track data
32H | Only upload I1SO-2 track data
33H | Only upload ISO-3 track data
36H e data in the magnetic
é}é:i%\thout moving the card.
351 Magnetic card Magnetic card (37-):1\ Onlr¢che w:ita status of
operation register operation | 35H (\%g\n i@g.is\
/\ Re ODtgack ted by binary
QRERY
/\\ 52H d ISOY2 track data by binary
mode
53H ead I1SO-3 track data by binary
S e
v\\s}p Only-read 1SO-1 track
< «32<|/_| Only-read 1SO-2 track
Combing the 33H | Only-read ISO-3 track
352 % 34H | Only-read ISO-1, ISO-2 track data
35H | Only-read ISO-1, ISO-3 track data
36H | Only-read ISO-2, ISO-3 track data
37H | Only-read I1SO-1, ISO-2, ISO-3
track data
3.6 IC card Type 50H | 30H | Auto check IC Card Type
3.7 RFID card Type 50H | 31H | Auto check RFID Card Type
3.8 CPU CARD CONTROL CPU Card 51H | 30H | CPU Card cold reset
Application 31H | CPU Card power down
Operation 32H | CPU Card status check
33H | T=0 CPU Card APDU data
exchange
34H | T=1 CPU Card APDU data
exchange

38H

CPU Card hot reset
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39H | Auto distinguish T=0/ T=1 CPU
Card APDU data exchange
30H | SAM Card cold reset
31H | SAM Card power off
32H | SAM Card status check
33H | T=0 SAM Card APDU data
SAM Card exchange
3.9 SAM CARD CONTROL | Application 52H | 34H | T=1 SAM Card APDU data
Operation exchange
38H S/cM\Q;lrd warm reset
39H [ Auto distiyguish T=0/T=1 SAM
%;\gl data exchange
(QOH e}t\ stand
Xs\bﬂ SL \Aghn\\@&\S Weset
SLEA442/4428C Q 31\H\ SLE4£1X%«14>§\§&rd power down
310 | oL \53P\\32H [NBrawse S\\E4442/4428 Card status
Operaie<{ E4442 Card
34ﬁ\ Operate SLE4428 Card
& 30H )}6 Card reset
oG \Sil*p I12C Card power-off
3.11 MEMORYC < 4 «32<|/_| Check 12C Card status
33H | Read 12C Card
A > 34H | Write 12C Card
30H | RFID Card startup
31H | RFID Card down power
Mifard standard 32H | RFID Card operation status check
312 RFID CARD {pe A& B 33H | Mifare standard Card read/write
CONTROL T=CL protocol 60H | 34H | Type A standard T=CL Card APDU
(13.56 MHZ) operation data exchange
35H | Type B standard T=CL Card APDU
data exchange
2 13 LED Indicator sor 30H | Red LED Operatior-1
operation 31H | Green LED Operation
3.14 Easily damaged Al1H | 30H | Read counter of gate opening times
part lifetime 31H | Read counter of Magnetic head

reading times




= =" | SPECIFICATION |55 | iorereo
E—':_7= Communication Ver. 4.0
CREATOR Protocol Page 15/77
32H | Read counter of IC contact using
times
3.15 MaCSSI\eAsEESIAL A2H | 30H | Read Machine Serial number
316 Read Machine A3H 30H | Read Machine configuration
CONFIG information
READ CRT-310 30H | Read Card software version
347 VERSION AdH information
RECYCLEBIN 30H | R card retreat counter
318 COUNTER ASH 31H 4 @tia@c}{d retreat counter
2.2 Status Code st0, st1
st0&stl Content

“00” No Card in CRT-310 (Including gate) /\\
“01” One Card in gate
“02” One Card on RFID/IC Card Ope((\abk{l Position

2.3 Error code €0, el

e0&el <’\ \ \&énte\m\

“00” Comm W\ \\\ v
o1 Corfnavd Pardpieter iy NV
07 |EomugniQupibiee Ex
“03” \Qut of Hardw \Qu\ppMMand
“04” mand Data E

“05"--“09” >/
“10” Card Jéw\\) )
“11” Shutter error
“q
“13” Too Long-Card in the machine
“14” Too Short-Card in the machine
“15” EEPROM Error
“16” Card is pulled out by force
“17" Card jam when insert
“1g"
“19” Card not insert from rear
“20" Read error (CRC error)




— — M | No. RT-31
= & §® SPECIFICATION Olgzte : 2810/2/(2)9
—_— — Communication Ver. 4.0
CREATOR Protocol Page 16/77

“21” Read error
unom
“23" Read Error (Only SS-ES-LRC)
“24” Read Error (No data/blank)
wopn
“26” Read error (No SS)
“27" Read error (No ES)
“28" Read error (LRC error)
wog
“30” Power Down
N\
“32" Voltage is too high, more than 14.5V L~ )L
“33” Voltage is too low, more than 10.5V (Q K
“34-39”
“40” Card pulled out when retreatu{(\h\%{ \ \\ \7
“41” Operation of IC Card Er(br\
S
“43" Disable To Moye/ To IC ﬁ\};ns\ltlon \3/\7
ar SR N\
“45" Cardwirawens N, N\ ¥~
4649 AN N\
“50” h\?&\d /dib\nter b\\\éQIovV/
“51"—"59” \ ) & v
“60” \Q&Qormal condi%n\\qast on the power-line (Vcc) of IC card
“61" ATRRror N\ )
“62” IC car erroﬁ)
“63" IC card doMespond
“64” Other than “63”
“65” Send CPU command by HOST before reception of ATR
“66” Command Out Of IC Current Card Support
“67"—"68"
“69” IC card Non-Compliance To EMV Standard
“gQ"
“g1”
“90” Unknown card type
“BO” Not Receive reset command
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3. Command Specification

3.1 Reset (Initialization)
Command (TXET):

“C” | 30H

i

m | Pd

Positive response (TXET):
“P” | 30H | Pm st0 stl Rev_type

Negative response (TEXT):
“N” | 30H | Pm e0 el

This should be the first command after power on, otherwise other command can not be executed, and

then this command can be executed multiple times.
Once execute this command, the error status before will be cleaned, ware version information
and machine will be in prohibit card-in status.
If no card in machine, the motor will rotate slightly (t #). If there is a
card, the disposal is shown as below
Pm: Command parameter
30H:
31H:
32H:
33H:
34H:
35H:
36H:
37H:
Pd: Reject card when p

=30H when power-off suddenly, do not reject card

=31H when power-off suddenly, move the card to front side holding card position. (Base on the

premise that the machine need to have stand-by power)
=32H when power-off, move the card to rear side holding card position. (Base on the premise that the
machine need to have stand-by power)

Notes: Default setting Pd=30H, if no Pd parameter in reset command

Rev_type: software version, “CRT-310-U4.0"
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3.2 Status Request Command
Command
“C” | 31H | Pm

Positive response

“P” | 31H | Pm | stO stl | Sensor(8 byte) -

Negative response
“N” | 31H | Pm e0 el

Pm=30H: Report current status of st0, stl (See 2.2)

%

Pm=31H: Report current status of st0 and st1 and status of sens

Pm=32H, Error on machine, return current status of stO and stl and gf)sensor (8byte)

The status of sensor is referred to appearance drawing.

Sensor /Siﬁa(u? \
DSS1 30H \PSSNo card

Gate sensor Qéll\ﬁ DSS1 h‘s&e\card
0 Shutter

DSS2 ~ 30Iﬁt\s\w\trakclose >/
(Shutter sens \31H %uttte}&\ge&
N

zaN NoRuter”
6%\\E\>\\ \QOH P%\’%Mo card
E\K\H\);/Séo Have card
pSS1 WPSSl No card

31H PSS1 Have card

O\
s2 Y 30H PSS2 No card
31H PSS2 Have card

PSS3 30H PSS3 No card
31H PSS3 Have card

PSS4 30H PSS4 No card
31H PSS4 Have card

PSS5 30H PSS5 No card

31H PSS5 Have card
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3.3 Move Card Command
Command
“C” | 32H | Pm

Positive response
“P" | 32H | Pm st0 stl

Negative response
“N” | 32H | Pm e0 el

Carry the card to the different positions by command operation
Pm=30H Move card to front side without holding card position
Pm=31H Move card to front side holding card position

Pm=32H Move card to RFID card operation position

Pm=33H Capture card to IC card operation 1position
Pm=34H Move card to rear side holding card

Pm=35H Move card to rear side without ho

Note:

1. Pm=35H, move card to re
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3.4 Entry Command
Command
“C” | 33H | Pm

Positive response
“P” | 33H | Pm st0 stl

Negative response
“N” | 33H | Pm e0 el

After set card input from rear/front be available, if insert card from the‘gate, CRT-310 will carry the card
status inquiry command.

QbR

to RFID card operation position. The end of the insertion can be €

Pm=30H Disable card input from gate

Pm=31H Enable card input from gate by swit o)
Pm=32H Enable card input from gate by magnetis ixode
Pm=40H Prohibit card in from rear

Pm=41H Allow card in from rear
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3.5 Magnetic Card Operation
3.5.1 Magnetic register Read Operation Command

HOST Command:
“C” | 35H | Pm
Positive return:
“P” | 35H | Pm st0 stl Mag_Data ( n byte)

Negative return:
“N” | 35H | Pm e0 el

PM=31H: Read data on ISO Track #1
PM=32H: Read data on ISO Track #2

PM=33H: Read data on ISO Track #3

seQrrect, it upload error

Upload data of register by ASCII mode to HO
status e0 and el.

Data format of ISO ASCII code:
-Track#1(IATA):
-Track#2(ABA):
-Track#3(MINTS):

79 characters max. (

For examples:

1SO Track #1 ISO Track #2, #3

/701, 5 W YOS /bt 3210
dafe=0 | 0100Q0 T8H ¢{  data=0 0000 | 30H

dat&g\ 100001 A data=9 1001 | 39H

f registen{cle&hing magnetic card memory)

PM=36H: Clear the d
PM=37H: Check if there a ta in the magnetic register.

Transmission Mag_Data data format:

Snl Sn2 Sn3

Snx =30H No data (The track is blank) (x=1, 2, 3)

Snx =31H Have data
Once execute magnetic register clean command”’C56”, Sn1=30H, Sn2=30H, Sn3=30H

PM=51H: Upload data on ISO Track #1 by binary without moving the card
PM=52H: Upload data on ISO Track #2 by binary without moving the card
PM=53H: Upload data on ISO Track #3 by binary without moving the card
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Binary read card differs from other register; the data of register is not checked and decode by ASCII

code. The data is original data.
The binary read card command ignores error or right, and which is transmitted in the form of converted

ASCII code.
Every 4 bit as a group and transmit as ASCII Code
There are plenty of pre-load and suffix-load zeros in these sent data, so CRT-310 will ignores these

zeros during sending data

For example: data in a track:

(HEX) = ‘0000 0000 0011 0111 1111 0000 0000 0011 0111 1111 000Q-QQO0’
Q

Data packet sent to HOST: 0x33 0x37 0x46 0x30 0x30 0x33 0x

If there is no data in a track, then the length of Mag_Data is

Q)
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3.5.2 Multi-MAG-Track read command
HOST Command:
“C” | 36H | Pm Mode

Positive Return:

“P” | 36H | Pm st0 stl Mag_Data( n byte)

Negative Return:

“N” | 36H | Pm e0 el Mag_Data( n byte)

Mode=30H ASCII Mode

PM=31H: Read data on ISO Track #1
PM=32H: Read data on ISO Track #2
PM=33H: Read data on I1SO Track #3
PM=34H:
PM=35H:

PM=36H:
PM=37H:

negative response too.
Data format of ISO AS
-Track#1(IATA):
-Track#2(ABA
-Track#3(MIN

For example
1SO Track #1 ISO Track #2, #3
bit 543210 bit 3210
data=0 010000 30H data=0 0000 30H
data=A 100001 41H data=9 1001 39H

Response data format: ISO#1 data+7EH+ ISO#2 data+7EH+ ISO#3 data
ISO# n data (N=1, 2, and 3):
Positive read: “P"+ track data (ASCII code excludes SS-ES-LRC)
Negative read: “N2X" , “2X” error code (“20™23"24™26™27"28")
Positive response:

PM=31H: "P" + 1SO #1 data
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PM=32H: "P" + ISO #2 data

PM=33H: "P" + 1SO #3 data

PM=34H: "P" +1SO #1 data + 7EH + "P" + ISO #2 data

PM=35H: "P" +1SO #1 data + 7EH + "P" + ISO #3 data

PM=36H: "P" +1SO #2 data + 7EH + "P" + ISO #3 data

PM=37H: "P" + SO #1 data + 7EH + "P" + ISO #2 data + 7TEH + "P" + ISO #3 data

All negative response and Mag_Data will be:

E1l, EO: "21"

E3, E2: error code of ISO#1

E5, E4: error code of ISO#2

E7, E6: error code of ISO#3

PM=31H: "N "+ E3, E2

PM=32H: "N" + E5, E4

PM=33H: "N" + E7, E6

PM=34H: "N "+ E3,E2+ 7EH + "N

PM=35H: "N "+ E3,E2 +

PM=36H: "N "+ E5, E4 +

PM=37H: "N "+ E "N" + E7, E6
Mode=31H:

Read binary n Mag_Data format is following:
BIN#1data + 7 + BIN#3 data

PM=31H

PM=32H BIN#2data

PM=33H BIN#3data

PM=34H BIN#1data + 7EH + BIN#2 data

PM=35H BIN#1data + 7EH + BIN#3 data

PM=36H BIN#2data + 7EH + BIN#3 data

PM=37H BIN#1data + 7EH + BIN#2 data +7EH + BIN#3 data

The binary read card command ignores error or right, and which is transmitted in the form of converted

ASCI| code.
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Every 4 bit as a group and transmit as ASCII Code
There are plenty of pre-load and suffix-load zeros in these sent data, so CRT-310 will ignores these
zeros during sending data
For example: data in a track:
(HEX) = ‘0000 0000 0011 0111 1111 0000 0000 0011 0111 1111 0000 0000’
Data packet sent to HOST: ISO#N data (N=1, 2, 3) 0x33 0x37 0x46 0x30 0x30 0x33 0x37 0X46

If there is no data in a track, then the length of ISO#N data is 0
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3.6 Auto-Check IC Card
Command
“C” | 50H | 30H

Positive response

“P” | 50H | 30H | stO

stl Card_type

Negative response

“N” | 50H | 30H | €0

el

Auto-Check type of IC Card, and carry card to IC Card operation pgsiti

Return Card_type information.

Cart_type(2 byte)

Specification ((

Unknown IC WTQQ\

o 0 T=0 cPuBAd =\
q T=1 CPOGart\)

2 0 SLE4242 Card
' SLE4R®Cacd

3 0 /| Rr2acongary, DY
1 N\ ATRic02 Cag \\7

24C64 Card

\ ARr54C128 Card

8 \\_/)| AT24C256 Card

Auto Check IC Card Type,
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3.7 Auto-Check RFID Card Type
Command
“C” | 50H | 31H

Positive response
“P” | 50H | 31H | stO stl Card_type

Negative response
“N” | 50H | 31H | €0 el

Auto-Check type of RFID card, carry card to RFID card operafiQn . Auto-Check RFID Card

Type, Return Card_type information ((\

Cart_type(2 byte) Specification 7\ \\
‘0’ ‘o Unknowr@%ﬁQ\Qa;d TyR€e

‘1 ‘o Mife,\{e one\§,50(}a\@\

q Mifaxre S70Card

‘2 \Mifare%\q Card \A
2 o A | ypenchygaN.

3 0 Typp8 CPUNard )
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3.8 CPU Card Operations
3.8.1 CPU Card Reset
Command
“C" | 51H | 30H ! Vcc
Positive response
“P” | 51H | 30H | stO stl | Type ATR
Negative response
“N” | 51H | 30H | €0 el Type ATR

TS

TCK
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3.8.2 Deactivate CPU Command
Command
“C” | 51H | 31H
Positive response
“P” | 51H | 31H | stO stl
Negative response
“N” | 51H | 31H e0 el

This deactivates CPU card.
This command is to deactivate activated CPU card.

3.8.3 Inquire CPU Card Status
Command
“C” | B1H | 32
Positive response A N

“P” | BIH\N\S32H | stO

Negative response \»
“N” | 51H | 32H 0 el\
~~—_"

The machine tells the status of IC card with sti.

Sti=30H Card not activated
=31H Card have activated, current CPU Card working frequency is 3.57 MHZ

=32H Card have activated, current CPU Card working frequency is 7.16 MHZ

If IC Card power error, return el,e0= “60” .
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3.8.4 CPU Card Communication T=0

Command
“C" | 51H | 33H C-APDU

Positive response
“P” | 51H | 33H | stO stl R-APDU

Negative response
“N” | 51H | 33H | €0 el

This exchanges data between CPU card by protocol T=0

C-APDU from HOST is range from 4 byte to 261 byte

CLA| INS | P1 | P2 : LC : Datal

R-APDU to HOST is range from 2 byte to 258 byte

If HOST tries to communi beforg)an IC card activation, e0, el= “65" is sent.

Note: Please refer to ISO/IEC7816 about T=0 APDU format and specific C-APDU pleas refer to the
COS of the card
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3.8.5 CPU Card Communication T=1
Command

“C" | 51H | 34H C-APDU

Positive response
“P” | 51H | 34H | stO stl R-APDU

Negative response
“N” | 51H | 34H | €0 el

This exchanges data between CPU card by protocol T=1

CRT-310 should follow T=1 protocol to combination C-APDU a send it to CPU card. CPU

card should return R-APDU (extracted from I-block) t

A: Send C-APDU (Add block head, block end a%i as I-blo

C-APDU cLA | INS | P1 | P2 | Le %ta\f\ Da‘L}Qk Le
%

NAD | PCB LEy\ Lc \Datal ... | Data(Lc) | Le | EDC

I-block
Head bIoc % \\>\4Qformat|orwo/ck End block

B: Receive R-APDU (exw{%\% X

’%ew K Information block End block

I-block
XQ \GQ\ IN%/ P1 | P2 | Lc | Datal | ... | Data(Lc) | Le | EDC
» 7

R-APDU % INS | P1 | P2 | Lc | Datal | ... | Data(Lc) | Le

An €0, el="“60" is returned when a power failure is detected.

If protocol type of IC card is not T=0, e0, el=“62"is sent.
If ICC does not respond within Working Wait Time, CRT-310 deactivates an IC card and €0, el= “63"

is sent.
If any other protocol error occurs, CRT-310 deactivates an IC card and e0, el="64" is sent.

If HOST tries to communicate before an IC card activation, e0, el= “65" is sent.
Note: If you want to more about T=0 APDU format. Please refer to ISO/IEC7816 and COS command
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3.8.6 CPU Warm Reset
Command
“C” | 51H | 38H

Positive response
“P” | 51H | 38H | st0 | stl | Type ATR
Negative response
“N" | 51H | 38H | e0 | el
Keeping the status of the IC contact activated, and then retg gnse upon receiving “ATR”
again.
Type: CPU Card communication protocol
=30H T=0 Protocol
=31H T=1 Protocol

3.8.7T=1, T=0 CPU Card co
Command (\
“C” | 51H /?SH\ \%PD)J)
~N
Positive response < N

“pP* | 51H \QH st0 | stl RAPDU

Negative response

“N” | 51H | 39H \ek\elj

Protocol is recognized automatically. Set data to “C-APDU”. CRT-310 returns “R-APDU" data to HOST.

An €0, el="60" is returned when a power failure is detected.

If protocol type of IC card is not T=0, €0, el= “62"is sent.

If ICC does not respond within Working Wait Time, CRT-310 deactivates an IC card and €0, el=“63" is
sent.

If any other protocol error occurs, CRT-310 deactivates an IC card and e0, el="64" is sent.

If HOST tries to communicate before an IC card activation, €0, el= “65" is sent.
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3.9 SAM (Secure Application Module) Control Command
3.9.1 Active SAM Command

Command
“«C” | 52H | 30H | Vcc !

Positive response
“P” | 52H | 30H | stO stl Type ATR

el Type ATR

Negative response
“N” | 52H | 30H | €O

release.

The CRT-310 supplies power (VCC) and clock (CLK), and then res

Type: SAM protocol type
=30H T=0 protocol
=31H T=1 protocol

ATR (Answer to Reset) format:
TS TO © TAl : :

Vce=33H: CRT-310 supplies wi

Vce=35H: CRT-310 supplig

Vcc is optional p

(Vce =30H)
el e0= “69”

If ATR is not compliange to EMV, retu
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3.9.2 Deactivate SAM Command
Command
“C” | 52H | 31H
Positive response
“P” | 52H | 31H | stO stl
Negative response
“N” | 52H | 31H e0 el
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3.9.3 Inquire SAM Status Command
Command
“C” | 52H | 32H

Positive response
“P” | 52H | 32H | stO stl Sti Stj

Negative response
“N” | 52H | 32H | €0 el

CRT-310 returns the status of SAM with sti. stj
Sti =30H SAM is deactivated

Sti =31H SAM is activated, working frequency is 3.57 MHZ

Sti =32H SAM is activated, working frequency is 7.16 MH

Stj =30H First SAM card connector
Stj =31H Second SAM card connector (Optional)

Stj =32H Third SAM card connector (OptioQa
Stj =33H Fourth SAM card connector (Options
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3.9.4 CPU T=0 Communication APDU
Command
“C” | 52H | 33H C-APDU
Positive response
“P” | 52H | 33H | stO stl R-APDU
Negative response
“N” | 52H | 33H e0 el

This exchanges data between SAM by protocol T=0

If power supply of IC card is fail, €0, el= “60" is return.
If protocol type of IC card is not T=0, e0, el= “62"is return,

sent.

Note: Please refer to ISO/IEC7816 abo

the card
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3.9.5 CPU T=1 Communication APDU

Command

“C" | 52H | 34H C-APDU

Positive response

“P” | 52H | 34H | stO

stl

R-APDU

Negative response

“N” | 52H | 44H | €O

el

This exchange data between SAM by protocol T=1

If power supply of IC is fail, €0, el=“60" is return.

If protocol type of IC card is not T=0, €0, el= “62"is return.

sent.

If any other protocol error occurs, CRT-310 dea

If HOST tries to communicate before an |

Note: Please refer to ISO/IEC7816 abo

the card

z0 AP
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3.9.6 SAM Warm Reset
Command

“C" | 52H | 38H

Positive response
“P” | 52H | 38H | st0 stl Type ATR

Negative response
“N” | 52H | 38H e0 el

Keeping the status of the SAM activated, and then returns response upon receiving.
Type: SAM protocol type

=30H T=0 Protocol

=31H T=1 Protocol

3.9.7 Auto-Check SAM Card T=0/T=1 Protocol
Command
“C” | 52H | 39H C-APDU
Positive response (%

“p* | 52H | 39H | sto v&& \R«QPDU\&
Negative response /(\ »

“N” | 52H N\ e§)

~N
Automatically chogse correspondiRghC-A cording to auto check of T=0/T=1 of SAM and return
R-APDU

If power supply of IC cal fail, e0,\e1="60" is return.

If protocol type of IC card is n 7 e0, el="62"is return.

If ICC does not respond within Working Wait Time, CRT-310 deactivates an IC card and €0, el="63"is
sent.

If any other protocol error occurs, CRT-310 deactivates an IC card and €0, el=“64" is sent.

If HOST tries to communicate before IC card activation, €0, el= “65" is sent.
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3.9.8 Select SAM
Command
“C" | 52H | 40H SAMn

Positive response
“P” | 52H | 40H | stO stl

Negative response
“N” | 52H | 40H e0 el

HOST can select SAM stand.

SAMn = 30H: SAM 1.

SAMn = 31H: SAM 2. (Option)

SAMn = 32H: SAM 3. (Option)

SAMn = 33H: SAM 4. (Option)

SAMn = 34H: SAM 5. (Option)

SAM command is effective only in the mo

When Initialize command is executed, SAM
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3.10 SLE4442/4428 Control
3.10.1 SLE4442/4428 Reset

Command
“C" | 53H | 30H

Positive response
“P" | 53H | 30H | stO

stl ATR(4 byte)

Negative response
“N” | 54H | 30H | e0 el

The CRT-310 supplies power (VCC) and clock (CLK), and then resg elease. After reset, return

ATR.
ATR: SLE4442 Card ATR= “A2H, 13H, 10H, 91H”
SLE4442 Card ATR= “92H, 23H, 10H, U

3.10.2 Deactivate SLE444

Command

“c" | 53H /ﬁ{\

N}
Positive response &&
P | 53H NXH | st0 | su y

Negative response

‘N | 53H | 31H | el

The CRT-310 stop supplying power (VCC) and clock (CLK) then reset (RST) release.
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3.10.3 Inquire status of SLE4442/4428
Command
“C” | 53H | 32H
Positive response
“P” | 53H | 32H | stO stl Sti
Negative response
“N” | 54H | 32H e0 el

CRT-310 tells the status of SLE4442/4428 with Sti after the command successfully execute
Deactivated

Sti= 30H SLE4442/4428
Sti= 31H SLE4442 Activated
SLE4428 Activated

Sti= 32H
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3.10.4 SLE4442 Control
These functions are specified by a command data form like C-APDU which format is based on T=0

standard.

In this case, CRT-310 recognizes the meaning of the command data, and executes the treatment
related to the card by controlling hardware.

After the command was executed properly, CRT-310 returns a positive response with response data
9000H like from the IC card. When an error occurs during the communication with SLE4442,

CRT-310 returns a positive response with status information in response data "swl+sw2” which is

base on ISO/IEC 7816-3

Swil Sw2 m
90H 00H Su%&\s\\s\ \\
6FH 00H ((\n\ \

6FH 01H “\\Key VaRtionror 7
6FH 02H (‘\ @Vahdah}ker\) d Lock

67H OOH \ Ad&\&werﬂ

,\ \/
6BH eratlon Iength overflow
3.10.5 Data read from main mem nsS 4442
Command
“C” | 53H 7
Positive response @ \\4/
53H st0 stl
Negative response \ >/
‘N | 53H | 33H | 2ed}et/

Notes: ab H: the start address to read data in the main memory
cd H: the length of bytes of data to read
CRT-310 reads data from the main memory of SLE4442, and transmits data on cdH bytes from the
address abH.
The capacity of the main memory is 256 bytes.
All the contents of the main memory can be read with the following command.

Ex). "CS3"+00B0000000
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3.10.6 Read protection bits on SLE4442
Command
“C” | 53H | 33H | OOH BOH 01H | abH | cdH
Positive response
“P”" | B3H | 33H | stO stl Data(n byte)
Negative response
“N” | 53H | 33H | €0 el

ab H: the start address (00H—O03H)

Notes:
cd H : the length of bytes of data to read (01H—04H)
length of protection bit is

Q

SLE 4442 have 32 bit protection address (00H-1FH), the addre
8 Kyery protection bit

The contents (32bit) of the protection mem

Ex). "CS3"+00B0010004
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3.10.7 Data read from security memory on SLE4442
Command
“C” | 53H | 33H | 00H | BOH | 02H | abH | cdH efH...

Positive response
“P* | 53H | 33H | st0 | stl data

Negative response
“N” | 53H | 33H | €0 el

Notes: ab H: the start address of security area.

cd H : the length of bytes of data to read

The contents (32bit) of the security memory can

Ex). "CS3"+00B0020004

3.10.8 Data write to main memor SLEY442
Command

“C” | B3H | 33 OH Ré} Obkk abH C%y efH...
AN H
~ \/
Positive response < \

“p” | 53H X{H st0 | st1 tefa

Negative response \ V
“N” | 53H | 33H \eo\\e;/

ab H: the start address to write data in the main memory

Notes:
cd H: the length of bytes of data to write

ef H: the data to write first (cd H bytes)
Write data to main memory on SLE4442 and return result.

Before write to main memory, the validation of key is must.
The capacity of the main memory is 256 bytes. When cd=00H, the whole 256byte can be written.

The example that data are written in the whole area of the main memory is shown in the following.

Ex). "CS3"+ 00D0000000 + Write Data (256byte)




3.10.9 Data write with protection bit on SLE4442

e Model No. CRT-310
=~ ="|SPECIFICATION — 5 610/6/25
e — Communication Ver. 4.0
TREATOR Protocol Page 45/77

Command
“C” | 53H | 33H | OOH DOH 01H abH cdH efH...

Positive response
“P* | 53H | 33H | st0 | stl data

Negative response
“N” | 53H | 33H | €0 el

Notes: ab H: the start address to write data in the main memary

cd H: the length of bytes of data to write
ef H: the data to write first (cd H bytes)

Before write to the memory, the validation of key is must

Ex). “CS3"+00D00110012
After command executiop
CRT-310 reads data
received. When

Protection con
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3.10.10 Data write to security memory on SLE4442 (Modify password)
Command
“C” | 53H | 33H | OOH | DOH | 02H | abH | cdH efH...
Positive response
“P" | 53H | 33H | st0 | stl data

Negative response
“N” | 53H | 33H | €0 el

Notes: ab H : the start address to write data in the main memory
cd H: the length of bytes of data to write

ef H : the data to write first (cd H bytes)

After a password check is finished normally, 3byte of
All 32bits are handled as 4bytes. How to chang
as 123456H)

Ex). "CS3"+ 00D0020103123456
After command execution, CRT-31Q
result.

Notes: Better not to write,

failure. Error-Counter i
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3.10.11 Verification data present to SLE4442
Command
“C” | 53H | 33H | 00H | 20H | 03H | 01H | O3H efH...

Positive response
“P” | 53H | 33H | st0 stl data

Negative response
“N” | 53H | 33H e0 el

Notes: ef H: the data to compare (3bytes)

Before changing data, password must be check

Because this function should be made effective, the issue of thg WRand is necessary.

Ex). “CS3"+0020030103xxXXXXX (Xxxxxx: security

Error-Counter can be reset in the zero if pass
is given to wrong, the counter will reduce/fxom 2 or less

the card is scraped.
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3.10.12 SLE4428 Control
These functions are specified by a command data form like C-APDU which format is based on T=0

standard.

In this case, CRT-310 recognizes the meaning of the command data, and executes the treatment
related to the card by controlling hardware.

After the command was executed properly, CRT-310 returns a positive response with response data
9000H like from the IC card. When an error occurs during the communication with SLE4442,

CRT-310 returns a positive response with status information in response data "swl+sw2” which is

base on ISO/IEC 7816-3

Swil Sw2 /\{lcatlon
90H 00H Suocé\s:s\ \\

6FH 00H ((\n\ \

6FH 01H “\\Key VaRtionror 7
6FH 02H (‘\ @Vahdah}ker\) d Lock

6BH 00H_ \ Ad&\&werﬂ

\/
67H OOH\\ eratlon Iength overflow
3.10.13 Data Reading of main-

Command /.\

“C” | 53H \5\
Positive response @ \\4/

53H sto | stl

Negative response \ >/

‘N | 53H | 3aH | 2ed}et/

Notes: abc H: the start address to read data in the main memory
de H: the number of bytes of data to read
CRT-310 read data from main memory of SLE4428 through abcH and deH
The capacity of the main memory is 1024bytes.
When De="00" Data to read means 256bytes.
The data of SLE4428 can be read with the following command.

ex). "CS4"+00B0000000
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3.10.14 Reading of protection-bit of SLE4428
Command

“C" | 53H | 34H | OOH BOH laH | bcH | deH

Positive response
“P* | 53H | 34H | st0 | stl data

Negative response
“N” | 53H | 34H | e0 el

Notes: abc H : the start address (00O00H-007FH)
de H : the length of data to read (01H-80H)

SLE4428 have 1024byte in main memory and correspondingly haye

machine will read handle 8 bit as byte. Every protection
each byte on SLE4428.

Bit=0 have already protect, can not write anythi
Bit=1 not yet protect, can write data

The command to read all protection bit of S 8is

Ex). "CS4"+00B0100080

bit of protection bit. The

g_protects status for
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3.10.15 Data writing to main-memory of SLE4428

Command
“C” | 53H | 34H | OOH | DOH OaH bcH deH fgH...

Positive response
“P” | 53H | 34H | stO stl data

Negative response
“N” | 53H | 34H e0 el

Notes: abc H: the start address to write data in the main memory

de H : the number of bytes of data to write

fg H : the data to write first (de H bytes)
Writes data in the main memory and returns a result after
Before doing this operation, password check must

The capacity of the main memory is 1024 bytes.

counter, passwordl ant

be scraped.
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3.10.16 Written with protection-bit
Command
“C" | 53H | 34H | OOH | DO | 2aH | bcH | deH fgH...
H
Positive response
“P” | 53H | 34H | st0 | stl data

Negative response
“N” | 53H | 34H | e0 el

Notes: abc H: the start address to write data in the main memory

de H: the number of bytes of data to write

fg H: the data to write first (de H bytes)

Before doing this operation that writing data with protectigr-Rj eck must be done

After command execution, CRT-310 returns response wkk 9000 1+sw2 (Fail) as
the result.

CRT-310 reads data first from the main me e value that it was
received.

When this is wrong, writing operation isn ion only available when the data of

will be scraped.
3.10.17 Verification
Command
“C” | 53H

Positive response
“P” | 53H | 34H }7\ stl data

Negative response
“N” | 53H | 34H | €0 el

Notes: ef H: the data to compare (2bytes)
Before changing data, Password must be checked properly with SLE4428.
Because this function should be made effective, the issue of the next command is necessary.
Ex). "CR4"+ 0020000002xxxx (xxxx: security code 2bytes)
The presented data are compared with internal data in SLE4428 card itself.
User should know the password of card if they want to modify data in SLE4442, Error-Counter can be

reduce from 7 or less. When error-counter reduces to zero, the card will lock and scrap.
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3.10.18 Modify Password of SLE4428

HOST Command:
“C” | 53H | 34H | OOH | 24H | OOH | OOH | 02H efH

Positive Response:
“P” | 53H | 34H st0 stl data

Negative Response:
“N” | 53H | 34H e0 el

Modify password of SLE4428

Notes ef: Password data that need to change(2 byte)

data: =9000H Modify successfully

data: =6FO0H Fail to modify

Modify SLE4428 password as 55H, AAH

The command format is

Ex). “CS4"+002400000255AA
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3.11 12C Memory Card Control Command
3.11.1 Activate 12C memory card

Command

“C” | 54H | 30H Wwrd : Vcc

Positive response
“P" | 54H | 30H | stO | st1 Sti

Negative response
“N” | 54H | 30H | e0 el

To activate (24C01, 24C02, 24C04, 24C08, 24C16, 24C32, 24C64, 24C128, 24C256) card

CRT-310 supplies a power supply (Vcc), Clock (CLK), Reset (
Including:
Wrd set 12C type
Wrd =30 H To activate(24C01,24C02,24C04,24C
Vcc choose voltage to card
Vce=30H 5V
Vce=31H 3V
Sti return 12C card type when op
Sti=31H To activate 24C
Sti =32 H
Sti =33 H
Sti=34 H
Sti =35 H
Sti =36 H
Sti=37 H
Sti =38 H
Sti=39H To activate 24C256 card

Succ

Vcc is optional parameter, no Set parameter in command is equal to Set=30H
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3.11.2 Deactivate 12C memory card
Command
“C” | 54H | 31H
Positive response
“P” | 54H | 31H | stO stl
Negative response
“N” | 54H | 31H e0 el

CRT-310 stops supplying a power supply (Vcc), Clock (CLK), Reset (RST).
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Inquire Status of 12C memory card

Command

uCn

54H

32H

Positive response

uPn

54H

32H stO stl

Sti

Negative response

uNn

54H

32H el el

This command is used to inquire status of 12C card and return status by Sti.

Sti meanings:

Sti=30 H
Sti=31 H
Sti=32 H
Sti=33 H
Sti=34 H
Sti=35 H
Sti=36 H
Sti=37 H
Sti=38 H
Sti=39 H

No 12C be activated

Activated 24C01
Activated 24C02
Activated 24C04
Activated 24C08
Activated 24C16
Activated 24C32
Activated 24C
Activated 24

Activa 56
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3.11.4 12C Control
These functions are specified by a command data form like C-APDU which format is based on T=0

standard.

In this case, CRT-310 recognizes the meaning of the command data, and execute the treatment related

to the card by controlling hardware.

After the command was executed properly, CRT-310 returns a positive response with response data
9000H like from the IC card. When an error occurs during the communication with 12C, CRT-310

returns a positive response with status information in response data "swl+sw2” which is base on

ISO/IEC 7816-3

Swil Sw2 Specification
90H O00H Success

6FH OOH Fail

6BH O0H Address overflow
67H O0OH

Write/Read 12C and Address scope is sfisywed below:

Card_type

24C01

24C02

24C04

FH

NG

24C256

0

oc&ch Xg\i/—‘?FH

51 ~ 7FFFH

~~—

Operation length ovy/@v\, %
>
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3.11.5 Read data from 12C

3.11.6 Write data to 12C

Command
“C” | 54H | 33H | OOH BOH abH | cdH | efH

Positive response
“P” | 54H | 33H | stO stl Data

Negative response
“N” | 54H | 33H | e0 el

Value:
ab H : The upper address of head address which begins to read

cd H : The lower address of head address which begins to read dsjs

ef H : The number of bytes of data to read
CRT-310 read efH length and return to HOST accor
of efH can not be surpassing the length of 12C a
When the following command is transmitted, data

Ex). "CU3"+00B000000

Command

“C” | 54H | 34H | OOH *"D})\\ ab cdH 4
H
~
Positive response ,\4& \ x

P | SAHABANY sh)\\)/i Data
Negative response

“N" | 54H \%Ni e0 | el

This command is recogniz follgws.
ab H : The upper address of head address which begins to write data

N

%]
/]

4

cd H : The lower address of head address which begins to write data

ef H : The number of bytes of data to write

gh H : the data to write first (the head data of the data on ef H bytes)
CRT-310 read efH length and return to HOST according to address specified by abH, cdH. The Length
of efH can not be surpassing the length of 12C address up limit.
The example which data on 8bytes are written into 12C

ex). "CU3"+ 00D0000008 + Write Data (8bytes)
After command execution, CRT-310 returns response with 9000H or swl+sw?2 as the result.
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3.12 Contactless IC card Operation
3.12.1 Activated contactless IC card
Command
“C” | 60H | 30H ° Setl © Set2

(1) Mifare One Card Positive Response
“P” | 60H | 30H | st0 | stl | Rtype : ATQA : UID len : UID_data : SAK :

Mifare One Dard Negative Response

“N” | 60H | 30H | el e0 : Rtype ATQA; UID_len UID_data SAK :

ATS

“N” | 60H | 30H | e0 el

(3) 14443 Type B Card Positive Response
“P” | 60H | 30H | stO

14443 Type b Card Negative R
“N” | 60H | 30H e0

e A and IEC/ISO 14443 Type B

1).Mifare one card: Request A(REQA) /Answer Request A (ATQ A).

2. Anti-collision
3. Select (SEL) / Unique Identifier (UID) & Select
Acknowledge (SAK)
When Mifare card successfully activate, CRT-310return:
ATQA( 2 byte), UID_data (4—10 byte) and SAK( 1 byte).
2).ISO/IEC 14443 Type A: 1. RequestA(REQA) /Answer RequestA (ATQA).
2. Anti-collision
3. Select (SEL) / Unique Identifier (UID) & Select
Acknowledge (SAK)

4. Request for answer to select (RATS) / Answer to
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Select (ATS)

Protocol and parameter selection request (PPSR) / PPS start (PPSS)
When ISO/IEC 14443 Type A card successfully activated, CRT-310 return:
Mifare card return value increase (ATS (1-254 byte) and protocol parameter (1 byte))
3).ISO/IEC 14443 Type B: 1. Request B(REQ B) /Answer Request B (ATQ B).
2. Attribute (ATTRIB) /Answer to ATTRIB
When ISO/IEC 14443 Type B card successfully activated, CRT-310 return ATQB 12 byte (including
following information):

50H, PUPI (4 byte), App. data (4 byte), Protocol info (3 byte)

Notes:

Ex1l: Setl= ‘A’, Set2= ‘B’ (default)
Activate sequence: Type A protocol (fitst seq
Ex2: Setl= ‘B’, Set2= ‘A’
Activate sequence: Type B pr
Ex3: Setl= ‘A’, Set2= ¢
Typ

Activate sequence:

Ex4: Setl= ‘B’,

=42H (‘B

=4DH (‘M) In
When Rtype=4DH (‘M’)
ATQA= 0044H Mifare Ultralight Card
ATQA=0004H Mifare S50 1K Card

C 14443 Type B protocol

hilps Mifare one card protocol

ATQA=0002H Mifare S70 4K Card

Mifare one, ISO/IEC 14443 Type A return UID (The length of UID_data)
UID_len=4 the length of UID_data is 4 byte
UID_len=7 the length of UID_data is 7 byte
UID_len=10 the length of UID_data is10 byte
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3.12.2 Deactivate RFID card
Command
“C” | 60H | 31H
Positive response
“P” | 60H | 31H | stO stl
Negative response
“N” | 60H | 31H e0 el

3.12.3 Inquire status of RFID card

Deactivate RFID card and Output signal to antenna is closed

Command
“C” | 60H | 32H
Positive response
e | 6oH | 32H | sto | s,
Negative response &
“N” | 60H | 32H

Inquire status of RFIp,s’\si\\ \\\

%

=i {{

/86ecification

‘O’ \\7Deactivated RFID

"\
‘0 \ \7 Mifare one S50 card

r )\ Mifare one S70 card

Mifare one UL card

‘2’ ‘0’ Type A CPU card
‘3 ‘0’ Type B CPU card
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3.12.4 Mifare card control

These functions are specified by a command data form like C-APDU which format is based on T=0

standard.

In this case, CRT-310 recognizes the meaning of the command data, and executes the treatment

related to the card by controlling hardware.

After the command was executed properly, CRT-310 returns a positive response with response data

9000H like from the IC card. When an error occurs during the communication with Mifare 1 card

CRT-310 returns a positive response with status information in response data "swl+sw2” which is base

on ISO/IEC 7816-3.

Swil Sw2 Specification

90H O0H Success

6FH O00H Fail

3.12.5 Key verification

Command

6BH OO0H Address overflow <\>
M

67H O00OH Operation length g\\&rf
N

N N

sc’ | 60H | 33H ~20ANNs ,\ |& nd

Positive response

AN ) N\

“p” 60I—V’3‘3H\> st {4 rdata

Negative response \\ \\7

“N" | 60H \%H\ €0

ks(1byte):
sn(1lbyte):
Ic(1byte):
pdata(6 byte):
rdata(2 byte):

“ swl+sw2")

A
Download key to CRT—M' the key directly

key select (Key A=00H, Key B=01H)
sector number (S50 card sn=00H-0FH, S70 card sn=00H-27H)
password length Ic=06H

password data

return data( positive response with data 9000H, and negtive response with
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3.12.6 Verify key from EEPROM
Command

“C” | 60H | 33H | OOH | 21H | ks sn

Positive response
“P” | 60H | 33H | stO stl rdata

Negative response
“N” | 60H | 33H e0 el

Read key from EEPROM of RFID module and verify the sector key

Download key via command mentioned in 9.13.4.4
EEPROM can preserve 32 groups of key data
ks(1byte): key type select
sn(1lbyte): sector number

rdata(2 byte): return data ( positive respon
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3.12.7 Modify sector key (KEY A)
Command
“C” | 60H | 33H | OOH | D5H | OOH sn Ic pdata

Positive response
“P” | 60H | 33H | stO stl rdata

Negative response
“N” | 60H | 33H e0 el

Modify sector key (key A)
This command only can modify KEY A, an d modify KEY B as "OxFE

the mean time modify control words as”0OxFF, 0x07, 0x80, 0x69

QxFF, OXFF,0xFF,0xFF,0xFF" in

Use block command to modify Key A, Key B control word

sn(1lbyte): sector number (S50 caidg 7 =00H-27H)
Ic(1byte): password length lc=06H
pdata: password data 6 byte.

rdata(2 byte): return data
e with “ swl+sw2”)

(Positive response with data 9000H, a atives resp
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3.12.8 Download password to EEPROM

Command

“C" | 60H | 33H

OOH DOH ks sn Ic

pdata

Positive response

“P” | 60H | 33H | st0 | stl rdata

Negative response

“N” | 60H | 33H | e0 el

Read key from EEPROM of RFID module and verify the sector key

EEPROM can preserve 32 groups of key data

ks(1byte):

sn (1byte):
Ic(1byte):
pdata(6 byte):
rdata(2 byte):

key select (Key A=00H,

sector number (sn=00H-0F

password length
password data
return data
Positive response

Negative re e

Key B=Q
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3.12.9 Read sector data
Command

“C" | 60H | 33H | OOH | BOH | sn bn le

Positive response
“P" | 60H | 33H | stO | stl rdata

Negative response
“N” | 60H | 33H | €O el

Read block and sequence blocks from RFID card

sn(1 byte): sector number
bn(1 byte): block number
le(1 byte): block number (le=01H read ongq

rdata(2 byte):return data
(Positive response with data 9000H, and negati
Notes:
1.Ultralight Card only have one block in €
byte data in each block.

2. Ultralight Card,Mifare 1k (S
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3.12.10 Write sector data
Command
“C” | 60H | 33H | OOH D1H sn bn Ic wdata

Positive response
“P" | 60H | 33H | stO | stl rdata

Negative response
“N” | 60H | 33H | €O el

Read block and sequence blocks from RFID card

sn(1 byte): sector number

bn(1 byte): block number

le(1 byte): block number

wdata: block to write (n byte)

rdata(2 byte): return data
(Positive response with data 9000H, and negati se with\ 2Y)
Notes:
1. Ultralight Card only have one bl have 4 byte data. S50,S70 havel6
byte data in each block
2. Ultralight Card,Mifare 1k } ) ange of capacity is shown as below:
Ultralight Card:
Mifare 1k (S5

Mifare 4k (S\AQ):

3. S50, S70 card last b of each sector is control sector to preserve Key A, read/write control
words, Key B.

Cautions: Do note write last block and CRT-310 also will prohibit writing last block.
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3.12.11 Initialization
Command
“C”" | 60H | 33H | OOH | D2H | sn bn Ic wdata

Positive response
“P” | 60H | 33H | stO stl rdata

Negative response
“N” | 60H | 33H e0 el

Initialization operation to RFID card

sn(1 byte): sector number
bn(1 byte): block number
Ic(1byte): length of initialized data
wdata: data of initialize (4 byte)

rdata(2 byte): return data

(Positive response with data 9000H, and negati

Mifare 1k (S50): sn=00H-
Mifare 4k (S70):

(S70 card the last
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3.12.12 Read value
Command

“C" | 60H | 33H | OOH B1H sn bn

Positive response
“P" | 60H | 33H | stO | stl rdata

Negative response
“N” | 60H | 33H | €O el

Read value operations to RFID card

sn(1 byte): sector number
bn(1 byte):

rdata(2 byte): return data

block number

(Positive response with data 9000H, and negatives

Mifare 1k (S50):

Mifare 4k (S70): sn=00




Increment operation to RFID card

sn(1 byte):
bn(1 byte):
Ic(1byte):
wdata:

rdata(2 byte):

Mifare 1k (S50): sn
Mifare 4k (S70):

increment data (4 byte)

return data

sector number
block number

increment data length lc=04H
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3.12.13 Increment
Command
“C" | 60H | 33H | OOH D3 sn bn Ic wdata
H
Positive response
“P” | 60H | 33H | stO stl rdata
Negative response
“N" | 60H | 33H | €0 el




“C" | 60H | 33H | OOH

Positive response
“P” | 60H | 33H | stO

stl rdata

Negative response
“N” | 60H | 33H | €O el

Decrement operation to RFID sector
sector number

sn(1 byte):

bn(1 byte): block number

Ic(1byte): Decrement data length Ic=04H
wdata: Decrement data(4 byte)

rdata(2 byte): return data
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3.12.14 Decrement
Command
D4H sn bn Ic wdata
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3.12.15 Type A RFID card communication
Command
“C” | 60H | 34H C-APDU
Positive response
“P” | 60H | 34H | stO stl R-APDU
Negative response
“N” | 60H | 34H e0 el

This exchanges data between RFID card by protocol RFID Type A T=CL according to ISO/IEC

14443-4
The max. Length of C-APDU is 261 byte, the max. Leng ‘ U is 258 byte.

Notes:

3.12.16 Type B RFID card communication

Command
“C" | 60H | 35H | C-APDU

Positive response
“P” | 60H | 35H | st0 | stl R-A@D{

Negative response
“N” | 60H | 35H | €0 /é/

This exchanges data be

Type B T=CL according to ISO/IEC

protogol R

14443-4
ax. Length of R-APDU is 258 byte.

Notes: The max.
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3.13 Shutter related operation

3.13.1 LED setting
HOST Command:
“C” | 80H

Pm | LED

Positive Return:
“P” | 80H | Pm st0 stl

Negative Return:
“N” | 80H | Pm e0

This is to control the lights (red and green) in entry to on or off
PM=31H: Red light control
PM=32H:  Green light control

el

LED=31H: Off

LED=32H: glitter (cycl c., off R 1sec

\%
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3.14 Easy-damage Part Counter
3.14.1 Read Counter
Command
“C” AlH 30H Sc
Positive response
“P* | AIH | 30H | st0 | stl | ICRW_CNT(8 byte)
Negative response
“N” AlH 30H el el

Read easy-damage part counter

Sc=30H Shutter open times
Sc=31H Magnetic head pass times
Sc=32H IC contact use times

ICRW_CNT (8 Byte), the time is prese ASCII.

EX). 1000. ICRW_CNT="30 30 313 §

3.14.2 Initialization Counter
Command m
‘| AH | FE)

Positive response (% \/

“pr AlR 31H \\ﬂ\ T(8 byte)
e response \ \»
“N” | AlH 311\ e0 eﬁ
N4
Read easy-damage part counter
Shutter open times

Negativi

Sc=30H
Sc=31H Magnetic head pass times
Sc=32H IC contact use times

ICRW_CNT (8 Byte), the time is presented by ASCII
EX). 1000. ICRW_CNT="30 30 30 30 31 30 30 30"




e Model No. CRT-310
=~ ="|SPECIFICATION — 5 2610/6/25
e — Communication Ver. 4.0
CREATOR Protocol Page 74177

3.15 Read Serial Number of CRT-310
3.15.1 Read serial number

Command
“C" | A2H 30H
Positive response
“P" | A2H 30H st0 | stl ICRW_SN
Negative response
“N” | A2H 30H e0 el

Length of CRT-310serial number (0-18byte)
ICRW_SN: CRT-310 serial number
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3.16 Read CRT-310 configuration

Command
“C” | A3H | 30H

Positive response
“P* | A3H | 30H | st0 | stl ICRW_Config

Negative response
“N” | A3H 30H | e0 | el

ICRW_Config: Read machine configuration information

Address Name Value Description
00H S1 CRT Reader Type gptioﬂ\
“1” S1="1"
01H~03H S2/S3 User Code optlon
1S4 “V40” CRT versi
y i N
Byte)
04H S5 (;a,/pd/\[/w\ﬁ/pe\Q\\tlon
v i cardew
“C” RRD c&r‘q\(w ))
“™M” w\Mag card rM —~
“pr N\Mag card riw
] N\¢ PRRD card ri Y
J\ RN card riw
RN MagR IC card rw
\“ H\’\ A Mang\iQ,ir RFID card r/w
05H S \\ Inteﬁé\cé/{ype option
ﬁ }QR\ RS;éZ/ZInterface type
Q\U\ \jJ,S’é Interface type
06H S7 Mag card write type
RN, Mag card read only
“” % Low-Co mag card write
)I)i High-Co mag card write
07H S8 Shutter type option
“0” Not Shutter
“D” “D” type Shutter
“E” “E” type Shutter
“F” “F” type Shutter
08H S9 SAM option
‘0" Not SAM
‘1" SAM 1
2" SAM 2
“3" SAM 3
‘4" SAM 4
‘5" SAM 5
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3.17 Read CRT-310 version information

HOST Command

Positive respo

“C" | A4H 30H
nse
“P” | A4H 30H st0 | stl Rev
Negative response
“N” | A4H 30H e0 el

Pm=30H
Ex):

Read CRT-310 version information.
Read machine software information

Rev =“C310_V4.0_A_100629"
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3.18 Capture Card Counter Control
3.18.1 Read Capture Card counter

Command
“C" | A5H 30H

Positive response
“P” | AS5SH 30H st0

stl Count(2 byte)

Negative response
“N” | A5H 30H e0

After reset capture card counter with initialization command, eve

one
Count= “00" ~ “99”
Counter overflow will return machine status (el,eQ£(" KO

3.18.2 Set initial value of card counter
Command /\
s«c* | AsH | 31H ng\/r@ byte)
Positive response \)
% st0 \\tl

“P” | ASH

Negative response

“N” | ASH 31H e0 \e{

rd coulter.

Set initial value of captu

Count=“00" ~ “99"
Count value range (0-99)

Maximum is 99 pieces of card




